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START HERE / 01

How to use this implementation guide
Zero Trust is an operating approach to deciding who or what may access a resource, under which
conditions, and for how long. This guide turns that idea into a sequence of implementation decisions,
tests and recovery procedures. It does not claim that buying a product or completing a checklist
establishes a secure enterprise.

The worked environment
Meridian Engineering is a fictional hybrid business with employees, contractors, a managed identity
directory, laptops, cloud workloads and an internal support application. Its first protected resource is
the support application and its case database. All people, systems, policies and measurements in the
example are synthetic. Adapt them to verified requirements in your environment.

What you receive
The handbook contains a resource-led implementation sequence, original conceptual infographics,
platform-specific planning notes, validation cases and editable operating worksheets. The companion
ZIP includes a Python 3.11+ offline policy-decision lab and tests. It makes no network requests and
changes no accounts, firewall rules or cloud resources.

Read in three passes
First, read scope, discovery, architecture and policy. Complete a task charter and flow map before
selecting controls. Second, implement the identity, endpoint, application, workload and data chapters
in a sandbox or approved pilot. Third, use the rollout, evidence and operations chapters to decide
whether each boundary is ready for enforcement. A chapter's success test matters as much as its
configuration steps. Preserve the prior known-good policy, independent recovery access and a
named rollback owner before changing access. Follow your organization's change authority; a sample
command or worksheet is not production authorization.

Edition boundaries
InformBytes, edition 1.0, 27 October 2026. Vendor-neutral engineering guidance with scoped
Microsoft Entra, AWS and Kubernetes examples. References were checked for this edition; interfaces
and licences can change. No vendor endorsement, certification, regulatory conformance or guarantee
of security is implied. The implementation lab demonstrates policy logic only, not a deployed security
boundary.
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QUICK START / 02

Start with one protected resource
The fastest useful milestone is a complete access decision for one resource, with evidence that
unwanted access is blocked and authorized work still succeeds. Avoid making the first milestone an
enterprise-wide replacement of every access path.

Discover

Resource + flows

Design

Explicit policy

Observe

Candidate impact

Enforce

Limited pilot

Operate

Test + recover

Conceptual sequence. Validate the actual implementation and recovery path.

1 / Select the resource
Choose a business-owned application with a manageable pilot population and a known recovery path.
In Meridian, select the support application, not the entire corporate network. Record its public/private
endpoints, administrator access and dependencies on identity, DNS, storage and monitoring.

2 / Write the desired decision
Example proposal: an active support analyst from tenant alpha, on a managed compliant device with
recent phishing-resistant authentication, may read assigned cases. An ordinary analyst may not
export all cases, reach the database directly or use another tenant's identifier. These conditions are
sample policy choices, not universal requirements.

3 / Build an observable path
Route pilot access through a reviewed enforcement point. Ensure the origin cannot be reached
through an alternate hostname, old VPN route or direct address that bypasses the decision. Preserve
a separate, controlled recovery route for administrators.

4 / Observe before enforcing
Collect current successful and unsuccessful flows during a representative business cycle. Test the
proposed decision without silently changing unrelated access. Fix discovered dependencies, then
enforce for an explicitly selected pilot cohort.

Completion evidence
Retain the policy version, allowed and denied test results, origin-bypass test, session-revocation
result, owner sign-off and rollback drill. A login screenshot alone is incomplete evidence. If a required
dependency cannot be discovered or recovery access cannot be demonstrated, remain in observation
and resolve the gap.
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FOUNDATIONS / 03

Use the principles precisely
NIST SP 800-207 describes a shift toward resource-focused access, without implicit trust solely from
network location or asset ownership. It separates authentication and authorization and identifies
logical policy decision and enforcement roles. S1 is the foundational reference; its publication date is
August 2020, not 2026.

1 / Separate identity from permission
A successful sign-in establishes a claim about the requester. It does not prove permission to read
every record or perform every action. Put authorization checks at the resource boundary, including
object and tenant scope. Use server-owned attributes rather than trusting a role name sent by the
client.

2 / Treat context as evidence
Device compliance, credential strength, resource sensitivity and observed risk can inform decisions.
Record where each signal comes from and how fresh it must be. A missing signal should lead to a
documented restricted or denied path, not an invented positive result.

3 / Define reassessment events
Do not promise that every product can instantly reevaluate every packet. Choose events such as user
disablement, device quarantine, policy change or session expiry, then measure actual enforcement
delay. Document tokens or cached decisions that remain usable until expiry.

4 / Keep controls layered
Identity-aware access does not replace patching, backups, application security, encryption or incident
response. Network location may still be useful context; it is insufficient as the only reason to grant
broad access.

Verify the claim
For the pilot resource, use the same user from an approved and an unapproved device, then change
the user's entitlement. Confirm the expected outcome and record the propagation interval. Test direct
resource access as well as access through the intended gateway. This guide's operational recipes are
proposed implementation patterns. Apply the principles against actual system capabilities and
business risk instead of claiming that the organization has achieved a binary 'Zero Trust compliant'
state.
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PLANNING / 04

Assess maturity without false precision
CISA's Zero Trust Maturity Model v2 organizes work across Identity, Devices, Networks, Applications
and Workloads, and Data. Visibility and Analytics, Automation and Orchestration, and Governance cut
across them. Its maturity labels are Traditional, Initial, Advanced and Optimal. S2 supplies this
vocabulary; it is not a certification issued by this handbook.

Identity

Who requests

Devices

Verified posture

Networks

Needed paths

Apps +
workloads

Service / action

Data

Use and copies

Visibility + analytics / Automation + orchestration / Governance

1 / Assess the scoped resource
For each pillar, describe what is actually implemented for the support application. 'MFA exists in the
company' is weaker than 'all pilot analysts use the required method and unmanaged recovery paths
are controlled'. Record evidence, owner and known exceptions.

2 / Set a defensible next state
Choose the next useful capability: complete identity lifecycle, fresh device posture or a blocked direct
database path. Do not assign a decimal maturity score to unsupported observations. A narrative with
evidence is easier to audit than an unexplained 3.7 out of 5.

3 / Find shared dependencies
A missing device inventory can prevent both access policy and incident response. An unreliable
identity feed can undermine several applications. Identify these shared constraints before creating
separate tool purchases for each pillar.

4 / Turn gaps into work
Each gap needs an observable outcome, accountable owner, dependency and acceptance test.
Record proposed sequencing separately from an approved schedule. Revisit the assessment after
material changes rather than treating the initial survey as permanent truth.

Review boundary
Compare scoped evidence over time using the same definitions. Do not infer enterprise coverage
from a single well-controlled application, or confuse a purchased licence with an implemented control.
The companion evidence register is designed to make scope and unverified claims visible.
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ARCHITECTURE / 10

Design decision and enforcement points
An access design needs a decision mechanism, an enforcement point and trusted inputs. Drawing
these separately helps reveal routes that authenticate a user but never enforce resource permissions.

Identity

Verified actor

Posture

Authenticated signals

Resource

Sensitivity / action

Policy decision

Engine + administration

Requester

User or workload

Enforcement

Actual access boundary

Resource

App / API / data

1 / Identify the logical roles
NIST S1 describes a policy engine, policy administrator and policy enforcement point. In a real
platform, several roles may be combined. Map the logical responsibilities to actual components and
owners. Document how a decision becomes an established, changed or terminated session.

2 / Define trusted signal sources
Specify authoritative identity, device posture, resource sensitivity and risk inputs. Authenticate and
protect signal delivery. Record freshness, unavailable-state behavior and the consequences of false
positives. Client-supplied claims need validation; a browser header claiming compliance is not a
posture service.

3 / Locate the resource boundary
Place enforcement where bypass is controllable: an application proxy, API gateway, host/service
policy or resource-native authorizer. Inspect direct origin paths and management interfaces
separately. Network restrictions and application authorization often work together.

4 / Separate control and data paths
Keep policy management, operator access and telemetry protected. Define how the data path
behaves when the control service is unreachable. Test old sessions, new sessions and revocation
independently. A highly available gateway is incomplete if its policy or identity dependency has no
recovery plan.

Verification and recovery
Trace an authorized request and a denied request end to end. Identify the policy version and resource
action in each log. Attempt an alternate origin route using synthetic data. Export the known-good
configuration and test administrative recovery before closing that alternate path. Architecture is
accepted when observed enforcement matches the drawing, not when all boxes have vendor names.
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APPLICATIONS / 18

Put an application behind enforcement
Application access is a useful first implementation because the resource boundary is understandable
and the permitted actions can be tested with synthetic records.

Actor + device

Verified context

Gateway / app

Policy + authorization

Origin

Restricted entry

BLOCK BYPASS: alternate hostname / direct origin / old route

1 / Prepare the application
Confirm owner, authentication method, clients, origin endpoints and recovery route. Validate
federation claim mapping and app-native roles in a sandbox. Identify any local-account bypass, health
probe and API integration that requires separate handling.

2 / Configure the pilot gateway
Bind a specific application to an approved pilot group and device/authentication conditions. Limit
connector reachability to the intended origin and ports. Verify connector credentials and outbound
dependencies. Keep changes disabled or observational until the path is tested.

3 / Close alternate paths
Restrict direct origin reachability using the platform's supported network or authenticated-origin
control. Account for alternate hostnames, load balancers, old VPN routes and management
interfaces. Preserve a separately governed recovery path; do not remove your only administrative
access during the same untested change.

4 / Enforce app authorization
At the application, check tenant, role and object/action permission on each relevant request. A
gateway login is not proof that the user may access every case or export every record. Strip untrusted
identity headers at the ingress boundary and trust assertions only from the authenticated enforcement
path.

Acceptance and rollback
Test approved and denied users, direct origin access, a guessed object ID, a background client and
session revocation. Retain policy and origin-rule exports. If legitimate flows fail, restore the prior
scoped path and investigate the precise dependency. Do not call the application protected until
bypass tests show the intended boundary actually holds.
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